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KASPERSKY SMALL OFFICE SECURITY
KEY FEATURES:

Centrally managed protection and controls

Cloud-assisted, real-time protection from cyberthreats

Safe Money security to protect online financial transactions
Controls to manage employee web surfing and application use

Android smartphone and tablet security

KASPERSicys

Encryption-based data protection
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Anti-phishing and anti-spam technologies

Secure password management
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Automatic data back-up via Dropbox
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SUPERIOR SECURITY FOR PC’S AND SERVERS

Anti-Malware protection
Data Protection
Identity/Financial Protection

Productivity Improvement

Administrative Simplicity
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ANTI-MALWARE PROTECTION



LEADING ANTI-MALWARE PROTECTION

Kaspersky

- Combines: Security

» Signature based protection to instantly block N Network‘v
known malware S

* Heu ris_tic technology spotting virus-like Suspected
behaviors Unpdat Malware
* The Kaspersky Security Network: cloud-assisted pdate

intelligence for up-to-the-second protection from
new or unknown threats

- Firewall and Network Attack Blocker

URL and File advisor
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AUTOMATIC EXPLOIT PREVENTION

Going beyond vulnerability scanning
* Analyzes and controls the actions of programs, applications,
etc. that have vulnerabilities.
* Prevents and blocks the actions of such programs and
exploits by:
« Controlling the launch of executable files from applications
with vulnerabilities.

* Analyzing the behavior of executable files for any
similarities with malicious programs.

e Restricting the actions allowed by applications with
vulnerabilities.
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DATA PROTECTION



ENCRYPTED CONTAINERS

Complete protection for lost or stolen

data
» Easily create containers — virtual ‘safes’ to
store files and folders in an encrypted state

KASPCRSKY = X

Data Encryption
@ ¥P © information

Encrypted data containers

“ For better protection of your data, create containers which will store encrypted data. Encrypted data cannot be
accessed without authorization.

e e « Data in the container is only accessible by
the owner of the data
A— MVWO"k‘fiPS .
= e e |

* Protects valuable data from unauthorised
access

Work Container 2

f 200.00 MB i ; 5
65 MB )0.00 MB ‘ Open container | " Encrypt data
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Help My Kaspersky Accoun t Support Licensing
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BACKUP AND RESTORE

Storing and Recovering Data

* Back up to local storage, FTP or cloud
t& services
’ * Automate back-up process upon device

insertion

* Integrated Dropbox support with 2gb
extendable storage included*

>|<Subject toDropbox terms and conditions

L]
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IDENTITY AND FINANCIAL PROTECTION



SAFE MONEY

Protecting your hard-earned money

THE INNOVATION

SECURE ONLINE
TRANSACTIONS

Securing financial
sl transactions

KASPERSKY3
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* Recognizes when a banking or
. payment site is being accessed,
and offers Safe Money protection.

1234 5678 9012 345b

SRS I S - = » Verifies that the site is genuine and
Bank or payment system website: SeCU re .

l = Add bank or payment system https://www.mybank.com

Descripton * Protects data against unauthorized
hiban Ve applications.

No banks or

* Green frame readily identifies that
Safe Money is active.

Help My Kaspersky Account  Support Licensing
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> Virtual on-screen keyboard protects against

> Activated automatically when using a

> Also: Secure Keyboard Mode provides

12

SECURE AND VIRTUAL KEYBOARDS

Preventing confidential data theft
during input to financial sites.

programs that take snapshots or record Logl

keystrokes

banking or payment site

enhanced protection for the physical
keyboard connection

P% virtual Keyboard
Categories
Select the categories of websites on which you want to display quick launch icon for
Wirtual Keyboard in data entry fields.

Show Virtual Keyboard quick launch icon in Safe Money fields

Show quick launch icon in the fields for entering confidential data on websites of the
selected categories:

Banks
Payment systems

[ mail

[ communication websites
["] social Networks
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PASSWORD MANAGER

Make passwords easier and more
secure

; Ey— ==t o Website and application passwords

iDeveloper [E—
https:f/developer.apple.comjmem. .. URL: https: /fdeveloper.apple,com/membercenter /, {Changs!

stored in a protected vault

Login: j@ose.ph

S:fj_“I_f:_:”e“j‘:ﬁ” “ K * Includes a password generator and
automatic sign-in feature

« Stores identify information to enable
quick completion of web forms

KASPERYKY32



PRODUCTIVITY IMPROVEMENT
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WEB BROWSING POLICY CONTROL

Increase employee productivity
and security

- X

JACK_WELCH
—

(local computer) A Administrator password © Information

@ Information Compute! Users
@a _— ;(g;;::eshange the Web policy usage settings for each account that is registered on this ] Create a nd ma nage We b USage pOI ICIeS fOF

employees.

can A Bob Smith ™ . . .
= e | & Stictrestictons | ~| | 23t | » Settimes when web browsing is allowed
@ Control enabled .
O Update or restricted.
Kerry Brendan * Ensure Safe Search controls are enabled
® sackup v,"g }&Selectoontrollevel | } 2l ‘ T
| @ conrol disbied to block prohibited content.
=== » Restrict file downloads
r\;] ‘ R Data collection le } & Ll ‘
@ Control enabled

My Kaspersky Account  Support Licensing
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KAYPERYKY2

ADMINISTRATIVE SIMPLICITY

Easy to use, with no special training needed



OPTIMIZED FOR PERFORMANCE

Compatible with Windows 8 Workstations and Windows Servers

Workstations Servers

Microsoft’Windows*8 / 8 Pro (32-bit and 64-bit.) Microsoft Windows Server 2012
Foundation / Essentials / Standard

Microsoft Windows 7 Home Premium / Professional /

Ultimate - (32-bit and 64-bit.-) SP 1 or higher Microsoft Windows SBS 2011
Essentials, Standard SP 1 or higher

Microsoft Windows Vista’'Home Basic and Premium /

Business / Enterprise / Ultimate SP 2 or higher Microsoft Windows SBS 2008
(32-bit and 64-bit-.) Standard x64 Edition SP 2 or higher
Microsoft Windows XP Home / Professional (32-bit) SP 3 or Microsoft Windows Server 2008 R2
higher - Professional (64-bit) SP 2 or higher Foundation / Standard SP 1 or higher

o= Windows 8
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INSTALLATION

% Kaspersky Small Office Security 3
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Incompatible software detected

You are advised to remove the incompatible software for proper performance of
Kaspersky Small Office Security 3. Learn more

McArgle Total Protection / McArgle Antivirus Plus / McArgle
Internet Security / McArgle Security Centr with Virus Scan

McArgle Anti-Virus File System Filter Driver

McArgle SiteAdvisor

Simplicity, Step-by-step

* Purpose-built for busy professionals

» Easyto deploy through a simple
installation process that anyone can
use

* Helps uninstall existing antivirus
« Completes in minutes.

KASPERYKY32
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REPORTING

Quickly view security status

* Reports on all program activities ) rodng s
e scans completed

Malicious objects
* malware found
e gsites blocked

e updates

0 Vulnerable 0 | Network attacks
0 Other 0 Malicious URLs

* Available at any time =gl b= et
« Variable reporting time frame : 7

Scanned objects: 12837 Detailed report

KASPERYKY32



KAYPERYKY2

BONUS!

Kaspersky Small Office Security includes protection for Android devices!
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ANDROID J2me

O 0.97«
9%
of all the mobile malware

we detect every month
is designed for Android

SYMBIAN OTHERS

0.04% 0.03%

The evolution of mobile malware in 2012 was

a predominantly Android-related affair, with malware
writers largely concentrating their efforts on the little
green robot. The number of mobile (and Android)
malware in 2012 has grown exponentially.

InJune, 2012, alone, we have discovered more
mobile malware pieces than in 2004-2011!



KASPERSKY INTERNET SECURITY FOR ANDROID

i » The latest, most comprehensive mobile security
Spersky’

INTERNET solution that won't interfere with your online activities
SECURITY

or the performance of your devices

* Defends against internet threats
and mobile malware

* Blocks dangerous websites

* Protects against theft and loss

* Provides call/text filtering and
privacy protection
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KASPERSKY INTERNET SECURITY FOR ANDROID

“Kaspersky’s product once again
MBI includes the most important security
components”

, - Kaspersky

INTERNET
SECURITY

for Android”

http://www.av-comparatives.org/images/docs/avc_mob_201209_en.pdf

Premium Protection for Android
Smartphones and Tablets

PCSL “Five-star performance - the best
o possible score of PCSL’

http://www.pcsecuritylabs.net/document/report/PCSL_Mobility_S
ecurity_Product_Test_and_Certificate_For_Android_201204_Englis
h.pdf
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THANK YOUI!

Consult your Kaspersky partner for information on how to buy.



