
ENDPOINT PROTECTION INTERCEPT X

SKU
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PROTECTION 
STANDARD

ENDPOINT 
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ADVANCED

ENDPOINT  
EXPLOIT  

PREVENTION

CENTRAL  
ENDPOINT  
STANDARD

CENTRAL  
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CENTRAL 
INTERCEPT X

Pricing Per User Per User Per User Per User Per User Per User
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E Web Security    

Download Reputation    

Web Control / Category-based URL Blocking   

Device Control (e.g. USB)   

Application Control   

Client Firewall  

Browser Exploit Prevention  
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E Anti-Malware File Scanning    

Live Protection    

Pre-execution Behavior Analysis / HIPS    

Potentially Unwanted Application (PUA) Blocking    

Patch Assessment 

Data Loss Prevention  

Exploit Prevention  
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Runtime Behavior Analysis / HIPS    

Malicious Traffic Detection (MTD)   

CryptoGuard Ransomware Protection  
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E Automated Malware Removal     

Synchronized Security Heartbeat  

Root Cause Analysis 

Sophos Clean  

Endpoint Protection & Intercept X 
includes on premises (SEC) managed and Central managed



On-Premises (SEC) Managed Endpoint Protection

* Recommend server-specific SVRWLV and SAVSVR licenses that include the full agent offering and Sophos for 

Virtual Environments (centralized scanning, light agent) offering for Windows servers. 

ENDPOINT PROTECTION OPERATING SYSTEMS

SKU
ENDPOINT 

PROTECTION 
STANDARD
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PROTECTION 
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ENDPOINT  
EXPLOIT  

PREVENTION

 
Windows

 
Windows  
Server* macOS

 
Linux*

EPS EPA EXP

Pricing Per User Per User
Per User add-on 

to EPS/EPA
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Download Reputation    

Web Control / Category-based URL Blocking    

Device Control (e.g. USB)    

Application Control     

Client Firewall   

Browser Exploit Prevention  
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Live Protection      

Pre-execution Behavior Analysis / HIPS    

Potentially Unwanted Application (PUA) Blocking     

Patch Assessment   

Data Loss Prevention   

Exploit Prevention  
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Runtime Behavior Analysis / HIPS    

Malicious Traffic Detection (MTD)  

CryptoGuard Ransomware Protection   
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Synchronized Security Heartbeat

Root Cause Analysis

Sophos Clean   



Central Managed Endpoint

Server Operating Systems are not covered by Central Endpoint or Central Intercept X.

ENDPOINT PROTECTION INTERCEPT X OPERATING SYSTEMS

SKU
CENTRAL  

ENDPOINT STANDARD
CENTRAL  

ENDPOINT ADVANCED

 
CENTRAL  

INTERCEPT X

 
Windows  macOS

CES CEA CIX

Pricing Per User Per User Per User
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E Web Security    

Download Reputation   

Web Control / URL Category Blocking   

Peripheral Control (e.g. USB)   

Application Control   

Client Firewall

Browser Exploit Prevention  
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Anti-Malware File Scanning    

Live Protection    

Pre-execution Behavior Analysis / HIPS   

Potentially Unwanted Application (PUA) Blocking    

Data Loss Prevention  

Exploit Prevention  
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Runtime Behavior Analysis / HIPS   

Malicious Traffic Detection (MTD)   

CryptoGuard Ransomware Protection  
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Synchronized Security Heartbeat    

Root Cause Analysis  

Sophos Clean  


